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INTRODUCTION
An opportunity to strengthen data protection or a bureaucratic 
monster? Opinions on one subject have seldom been as po-
larised as they are regarding the new General Data Protection 
Regulation (hereinafter: GDPR). No wonder the GDPR took so 
many years to complete. A long and rocky road lies behind the 
new rules because, finally, the interests of 28 Member States 
had to be reconciled.

The predecessor and basis of current data protection in the EU 
is a directive from 1995. Back then, there were no smartphones 
or tablets. Even Google was unimaginable, because the search 
engine would only be launched years later. No wonder that in 
the years that followed, there would be a steady flow of scan-
dals, because neither laws nor courts followed the rapid tech-
nical developments.

A uniform General Data Protection Regulation that is valid in 
the entire EU should finally put an end to this. The new rules 
are not only aimed at giving people more control over their per-
sonal data. Authorities and companies should also support a 
European-wide, uniform law that they can trust.

But there has been enough discussion and negotiation regar-
ding the GDPR. It is time to roll up our sleeves and take action. 
With this guide, merchants will be able to start preparing for the 
GDPR immediately and without great difficulty so that they can 
concentrate on their actual field of business, trading.

I wish you every success in implementing the legal provisions 
and good luck with your online business.

Sincerely yours,
Andreas Arlt - Händlerbund Chairman
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1 / OVERVIEW

88 PAGES

99 ARTICLES

Regulation (EU) 2016/679 of the 
European Parliament and the 
council of 27 April 2016 on the 
protection of natural persons 

with regard to the processing of 
personal data and on the free 
movement of such data, and 
repealing Directive 95/46/EC 
(Data Protection Directive)”.

.
THE FIRST DRAFT

WAS IN 2011.

THE GDPR IS OBLIGATORY 
FROM 25 MAY 2018

WHO‘S 
AFFECTED?

Companies with their 
headquarters in the EU that 
process data from EU citizens

Non-European companies are 
subject to the GDPR as soon as 
they have a branch in the EU or 
data belonging to EU citizens.

Affected persons shall be 
informed before the processing 
of each piece of data, if no other 
form of legal consent is 
available.

Affected persons have more 
rights (e.g. information rights, 
right of appeal)

Obligations for companies are 
increasing.

better protection for personal 
data

penalties for data protection 
breaches

to strengthen regulatory 
powers outside the EU borders

THE GOAL

The new European basic data 
protection regulation

(GDPR) will have global 
proportions.

It goes into effect on
25 MAY 2018 - Are you

prepared?

What does the GDPR mean for
every individual?

The GDPR covers only perso-
nal data, that is, data that 

refers to, and can be attributed 
to, a certain individual. 

Anonymous data processing is 
NOT covered by the GDPR.

Data protection concerns 
everyone. The GDPR applies to 
both B2B and B2C, both online 

and stationary, and in all 
industries.

4% of the total worldwide 
yearly turnover of a company

€20 million

FINES MAY BE
IMPOSED
UP TO...
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Like every law, the GDPR establishes basic rules that run 
through the regulations like a red thread. The following prin-
ciples must be applied to all data processes in the company:

PROHIBITED DATA PROCESSING (RESERVATION OF 
AUTHORISATION)
Any data processing that is not covered by an agreement of 
the data subject requires legal permission. Otherwise the data 
may not be processed. This principle runs through this entire 
guide.
Example: For the sending of newsletters there is of course no 
blanket legal permission. Consent must be obtained in advance 
from every newsletter recipient.
 
DATA ECONOMY
Data processing must be appropriate for the purpose and rele-
vant and limited to the necessary measures.
Example: When ordering goods, no telephone number may be 
requested, as it is not necessary for order processing. Only the 
name and address and, if applicable, the bank details (e.g. for 
direct debit) are of interest to the merchant.

APPROPRIATION
The data may only be processed for the purpose for which it 
was collected.
Example: The address associated with the order may be used 
only for the order’s completion. Of course it may not be passed 
on to third parties (e.g. a credit agency) without permission.
 
DATA SECURITY
When processing data, appropriate technical and organisatio-
nal measures must be taken to ensure data protection.
Example: Anyone working with sensitive employee, company 
and customer data must ensure that no unauthorised persons 
have access to it (e.g. through passwords, encryption).
 
TRANSPARENCY
Affected persons should know that, and also know which data
 was collected in relation to their person.
Example: Whoever collects data (in the background), i.e. with-
out the knowledge of the website visitor, must at least clarify 
this in the data protection policy.

THE 5 COMMANDMENTS OF DATA PROTECTION

Online retail without data processing? Unthinkable! Even when 
you enter a website virtually, a series of visitor data is collected, 
stored and processed further. Of course, this is only possible 
within the scope of the valid data protection law. This will not 
change, especially when dealing with contract and customer 
data by the GDPR.

According to the GDPR, a “real“ request by the person(s) con-
cerned is obligatory in order to be allowed to process their data 
at all. All contract data which the website operator has received 
and which is necessary for the content design or amendment of 
a contract (inventory data) may also be used further – without 
separate consent of the customer. The same applies to usage 
data (e.g. access data), the processing of which is authorised 
by the GDPR.

2 / NEW FEATURES IN DATA
HANDLING

© PORTRAIT IMAGES ASIA BY NONWARIT/Shutterstock.com
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Without the collection and storage of personal data, online 
trading would not work. Why? Of course, in order to place an 
order, customers must also enter personal data (e.g. name, 
address, e-mail address). However, a large amount of addi-
tional data is also collected in online trading. Tracking and 
analysis tools evaluate data that can be assigned to a specific 
person on a massive scale.

Here, data protection is particularly concerned with awaren-
ess and transparency, because the protection of natural per-
sons in the processing of their personal data is a fundamental 
European right. Every website operator who collects and pro-
cesses personal data must therefore

implement a data protection policy. The data protection de-
claration must contain the following information:

• that data is being stored
• the type, scope and reason for the storage or use of the 

personal data.

It sounds quite abstract, doesn’t it? Website operators can 
use the following check-list for practical implementation. Ask 
yourself very critically whether the following points apply to 
you and check whether your data protection policy already 
contains a clause in it:

3 / THE NEW DATA PROTECTION 
REGULATION

CONTACT FORM

COMMENTARY FUNCTION AND CUSTOMER REVIEWS

REFERENCE TO DATA SHARING

COOKIES

WEB ANALYSIS AND TRACKING TOOLS

SOCIAL PLUGINS

GOOGLE REMARKETING OR ADWORDS CONVERSION TRACKING, ETC.

NEWSLETTER DISTRIBUTION

PAYMENT TYPES WITH CREDIT CHECK

REFERENCE TO THE RIGHT TO INFORMATION 

CORRECTION, BLOCKING AND DELETION OF DATA

DATA PROCESSING
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The trick: The person responsible shall provide the person con-
cerned with all information in a precise, transparent, compre-
hensible and easily accessible form in clear and simple langua-
ge. This creates an area of tension between highly complicated 
technical processes (e.g. cookies) and the transparent provision 
of information.

Practical tip: The provision of (old and) new information obli-
gations is simply not possible for online merchants without 
legal assistance. The range of obligatory information is almost 

unmanageable and cannot be formulated with legal certainty 
for the layman. By May 2018, merchants  should therefore seek 
expert assistance to help them implement and adapt their data 
protection policy to the new law. 

Händlerbund members will of course receive their amen-
ded legal texts automatically and on time.

The duty to inform when data is collected
directly from the person, 

e.g. when using analysis tools in the
registration process

The duty to inform when data is not collected
directly from the person,

e.g. when using public sources

▶ name and contact details of the person responsible for data protection;

▶ if applicable, the contact details of the data protection o�icer;

▶ the purposes of data processing;

▶ the legal basis for processing;

▶ the legitimate interests it pursues;

▶ if necessary, the recipients of the data;

▶ if applicable, the data controller‘s intention to transmit the data to a third country or an international organisation
 (e.g. for US analysis tools);

▶ the storage time;

▶ the right to know;

▶ the right of rectification, cancellation or limitation;

▶ the right to object;

▶ the right to data transferability (Info: The right to data transfer entitles individuals to have their data stored in a file. 
 The user has the right to take data “with them” from one provider to another 
 (e.g. change of electricity supplier).

▶ the right to revoke the consent at any time;

▶ the right of appeal to a supervisory authority;

▶ whether the provision of data is legally or contractually  
 required for the conclusion of a contract;

▶ whether the person is obligated to provide the data, and the  
 possible consequences of non-provision;

▶ modification of the purpose of data processing.

▶ the categories of data being processed; 

▶ the source of the data and, if applicable, whether they  
 come from publicly available sources.

But that‘s not all... The data protection policy was extended to include new clauses from 25 May 2018:
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Every data subject has the right to know, and to know for what 
purposes personal data concerning him/her is (further) proces-
sed, how long it is stored, who the recipients of the data are, 
according to what logic the data is processed in an automated 
decision-making process and what consequences such proces-
sing may have.

In addition to the information duties explained above, data sub-
jects therefore also have information rights which have been de-
fined or extended by the GDPR. Every person must be granted a 
right to information which can be exercised without any problems.

Every data subject has the right to obtain confirmation as to 
whether his/her personal data is being processed. If data is in-
deed being processed, there is a right to information:

 ✓ which data is affected;
 ✓ which purpose is pursued with this data processing (e.g. 

personalised advertising);
 ✓ which categories of data are affected (e.g. ethnic origin or 

political opinion);
 ✓ recipients, against whom the data has been or will be 

disclosed (e.g. credit agency at credit checks);
 ✓ planned storage period;
 ✓ right to correction, deletion or data processing restrictions

Info: The data subject has the right to request the person 
responsible to correct any inaccurate data concerning him 
or to complete incomplete data without delay. Data sub-
jects have the right to have their data deleted. For example, 
it may be destroyed if the data is no longer required for the 
purpose for which it was originally collected or processed 
(e.g. order history older than two years).

 ✓ Right to object to (further) data processing;
 ✓ Reference to the right of appeal to a supervisory  

authority;
 ✓ the origin of the data, if it is not collected from the person 

concerned;
 ✓ If personal data is transferred to a third country or to an 

international organisation, the data subject has the right 
to be informed of the appropriate guarantees.

 
If a data subject approaches the company with one or more of 
the requests for information mentioned, the information is:

• free
• without delay (at the latest within one month). 

 
Even with the “right to be forgotten“ as the special form of the so-
lution claims, companies may find themselves confronted in the 
future. How does the right to be forgotten work in practise? The 
data subject must inform the data processing body (e.g. social 

4 / THE NEW RIGHT TO INFORMATION 
AND THE RIGHT OF PERSONS  
CONCERNED

THE RIGHT OF PERSONS
CONCERNED

THE RIGHT OF PERSONS
CONCERNED

Transparent information in
the data protection policy

Confirmation of whether
data processing has taken place

Information about processed data

(origin, purpose, recipient, duration,

storage)

Confirmation of whether
data processing has taken place

Deletion or restriction
of use

Right to be forgotten

Data portability (so-called
data transferability)

Opposition to the data processing
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network) that he/she requests the deletion of all data/copies of 
data and links to these data.

Practical tip: Every online merchant who has ever had to deal 
with such requests for information will know how unexpec-
tedly the requests can come. Most of the time, the layman is 

During order processing, an external service provider collects, 
processes and/or uses the personal data for another “custo-
mer“, for example the online merchant. Thus, the following 
data processing methods represent order management:

• Use of external  
server capacity

• Use of an external 
call centre

• Disposal of data or 
files

• Use of Google 
Analytics

The online merchant who has the data of his/her website 
visitors or other personal data used by others holds the full 
responsibility that data protection is not violated. The data 
may only be used on the basis of the client‘s specific instruc-
tions. The client thus instructs and controls every step of data 
processing and remains the master of the data.

If a contract processor commits a data protection violation, 
he must inform his client. The client may only cooperate 
with such natural or legal persons, authorities, institutions 
or other bodies that can sufficiently guarantee that they 
can assure the data is in accordance with data protection 
law. Furthermore, a contract for order processing including  
a confidentiality clause in electronic or written form is neces-
sary.

Example: A call centre receives a call to place an order for an 
online retailer. The call centre  does not act as an indepen-
dent call centre, but on behalf of the retailer. The call centre 
is prohibited from using the transmitted or newly collected 
data for further or own purposes.

5 / ORDER PROCESSING

overwhelmed as to whether the data, and which data, is to be 
published. 

If those concerned use their newly acquired rights, then every 
company should be at least one step ahead.

When submitting data for order processing, remember the 
following:

 ✓ The client is liable for the data protection violations  
of the contractor, so choose your contract partners 
carefully.

 ✓ The client assigns and controls the external data  
processing.

 ✓ The client is obliged to document the instructions.
 ✓ The client is obliged to document the security  

incidents.

Job Processing 
= processing data

for another.

© Alexandra Ignatyeva/Shutterstock.com
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Thanks to Cookies and Co., online retail can trace a more 
transparent picture of its customers when it comes to track-
ing. Not only large companies such as Amazon, Facebook 
or Google work with cookies and analysis tools, but also on 
smaller websites, cookies are usually the standard for the 
analysis of user profiles. However, many merchants are not 
even aware that they collect masses of personal data from 
their website visitors and transmit it to (unknown) servers.

Do you wonder if the upcoming GDPR legislation will have an 
impact on the way you collect your web analytics data? Web 
analytics is one of today‘s most important tools for marketing 
and business. Even proven tools such as Matomo (formerly 
Piwik) and Google Analytics do not offer you legal certainty in 
the event of unthoughtful use.

a) Cookies
Some of the technical achievements of modern e-com- 
merce, that have become the standard over the years of di-
scussions on the GDPR, have been overlooked. Neither coo-
kies nor analysis tools are explicitly mentioned in the GDPR 
text - whether this was deliberate or not is a mystery.

Regulations on cookies can be found in the ePrivacy Policy. 
This remains in force alongside the GDPR. The preparation 
for for 25 May 2018, however, created a vacuum in which la-
wyers and data protectionists have argued about the future 
of cookies.

The GDPR explicitly regulates the further applicability of the 
ePrivacy Directive. As a result, the previous regulations on 
cookies remain in force. Cookies can, therefore, further be 
set, whereby the user must have the possibility to object. 
(Opt-out).

Same as before, the person concerned must of course be infor-
med what happens with his data. It must therefore be precisely 
stated in the data protection policy who collects, stores and 

uses the data, for what reason this is done and that the Internet 
user has a right of objection (see also the duties to inform).

Info: A cookie banner (e.g. via a popup) has not been and 
will not be necessary in the future. According to the new 
rules, your first visit to the website does not in any case 
constitute your consent to the processing of visitor data, 
even if you provide your visitors with information such as 
”by using this website you accept cookies“.

Only the ePrivacy Directive expected in 2019 will provide further 
information about the requirements when using cookies on 
websites.

6 / CHANGES TO COOKIES,  
WEB ANALYSIS TOOLS AND
SOCIAL PLUGINS

CHECKLIST FOR A

COOKIE THAT CONFORMS

TO THE GDPR

Explanatory clause in the privacy policy about
the functionality and purpose of the cookie(s)

Reference to the opt-out possibility in the
browser settings, optionally with instructions

General information obligations regarding cookies
(new in particular is the legal basis and the 
purpose of data processing, see above point
“duty to inform”)

Respect for the “Do Not Track” settings
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b)  Tracking and Analysis 
Tools

In the case of non-hosted solutions, the personal data of website 
visitors is often transmitted to external servers unnoticed by the 
Internet user. If personal data, i.e. data that allows conclusions to 
be drawn about a certain natural person (e.g. IP address) of the 
website visitor is accessed, forwarded and evaluated, a detailed 
data protection policy with explanations about the functionality, 
legal basis and recipient of the data are also indispensable. The 
website operator also doesn‘t need further explicit consent from 
the website visitor, since he has a justified interest in obtaining 
something through the preferences of the customers in order to 
be able to place appropriate advertisements. Since the customer 
must be informed of a right of objection at any time, his data is 
sufficiently protected. 

Checklist for GDPR-compliant website analytics:
 ✓ A clause in the privacy policy for each tool with instructions 

about how the tools work
 ✓ General information about cookies and analysis tools (in 

particular, the legal basis and purpose of data processing is 
new – see above regarding duties to inform)

 ✓ Automatic anonymisation of the visitor ID, in particular with 
Google Analytics

 ✓ Respect for the ”Do Not Track“ settings 
 ✓ Opt-out Widget

c) Social Plugins
Ever since there has been a Like Button on Facebook – and later 
other plugins on other networks – data processors have been 
warning us about them. Why? Because the network accesses 
Internet users’ data without informing them about where they 
end up and what happens to them.

As we have already learned, personal data may only be proces-
sed by Internet surfers if the person concerned consents to it or 
if another legal basis exists.

But there is, as so often there can be, a “but”. The use of plu-
gins could also provide sufficient information in the future. 
As in the past, the data subject must be informed of exact-
ly which data use he or she consents to. Before clicking the 
mouse, it is therefore necessary, among other things, to disc-
lose who exactly collects, stores and uses the data and for 
what reason this is done. Since social networks only provide 
limited information about what data they collect and where it 
goes, no carefree use of plugins will be possible in the future. 
Therefore, the makeshift Shariff Button or 2-click solution op-
tions will not disappear in 2018.

© hvostik/Shutterstock.com
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Side Note: Voluntary action goes hand in hand with the pro-
hibition of coupling. An example is participation in a com-
petition, which is linked to the subscription to a newsletter. 
However, there will still be a need for discussion here, especi-
ally with free offers, e.g. the download of a free e-book when 
one registers for a newsletter. The Bavarian State Office for 
Data Protection Supervision: As a result, in the case of ”free“ 
service offers that users ”pay for“; for the promotional use of 
their data with their consent (e.g. a free e-mail account for the 
consent for sending newsletters as ”counter-financing“), this 
contractually agreed consideration of the user must be clear-
ly presented upon conclusion of the contract. ”There will no 
longer be any room or need for consent“.

Variant 2: Sending on the basis of a legitimate
interest (direct mail)

The sending of e-mail advertising with express consent is the 
rule. Only in exceptional cases is the prior, expressly given 
consent of the addressee not required for receiving a news-
letter. However, the conditions are very strict and hardly feasi-
ble in practice at present. The GDPR itself seems much more 
open: “The processing of personal data for the purpose of di-
rect marketing may be considered as one of the beneficiaries 
of the processing.”

But(!): In addition to the GDPR, the ePrivacy Directive, which 
provides for a ban on unsolicited e-mail advertising, must 
also be observed. This is also reflected in German law, where 
the sending of harassing advertising is prohibited. The forth-
coming ePrivacy Directive Regulation – many parts of which 
the GDPR is to supplement from 2019 – also provides, in its 
current draft, for a ban on unsolicited advertising. This means 
that the safest way of e-mail advertising continues to be to 
obtain prior consent.

The sending of a pure order confirmation is,  
however, legally required and is not considered  

e-mail advertising. Therefore, it is permitted. 

7 / EMAIL MARKETING
Sooner or later, anyone who is on the Internet will receive vir-
tual mail. How the sender of the e-mails obtained the e-mail 
address often remains a mystery. And indeed: “Only every tenth 
online retailer e-mails legally secure“, shows a study by the ma-
nagement consultancy Absolit Dr. Schwarz Consulting, which 
was conducted last year.

However, the flood of e-mails can be a real nuisance for reci-
pients, which is why the legislator has drawn up strict regula-
tions for sending e-mail advertising. Currently, the prior and 
explicit consent of the addressee is required in order to be all-
owed to send him/her an advertising e-mail. If the consent is 
not available, this constitutes inadmissible harassment of the 
recipient. The sender is required to provide evidence that this 
consent has been obtained from the addressee. For this reason, 
the double opt-in method is mainly recommended in practice.

Although newsletters have the highest practical relevance, the 
GDPR itself contains no explicit regulation for their distribution. 
Therefore, as mentioned at the beginning, the general principles 
must be adhered to. Relevant here is the so-called “prohibition 
with the reservation of ownership“: The use of an e-mail address 
for newsletters and e-mail advertising is only permitted if 

 ✓ the consent of the recipient, or
 ✓ a so-called ”justified interest“ 

exists. 

Hint: For the sending of newsletters there is of course no blan-
ket legal permission. Consent must be obtained in advance 
from every newsletter recipient.

Variant 1: Shipment with prior consent
Even with the GDPR, consent must also be given through an ex-
plicit act of the addressee (consciously and clearly) and only for 
a specific case. Due to the obligation to provide evidence, the 
double opt-in procedure should continue to apply.

Info: Consents for the receipt of newsletters that have alrea-
dy been duly obtained before the GDPR applies remain valid. 
This has been determined by the German supervisory aut-
horities. Anyone who has so far complied with data protec-
tion law can continue to work with the consents. Neverthe-
less, the approval processes should be checked regarding 
the new principles of the GDPR, and adapted if necessary.
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CHECKLIST FOR SENDING E-MAIL ADVERTISING
Consent must be given by an explicit act of the addressee (conscious and unequivocal, without prior
consent, a so-called opt-out). The usual double opt-in procedure is still recommended.

The criterion of voluntary consent emphasized in the GDPR states that an agreement must be given
on its own initiative and without any compulsion. Consent is not deemed to have been given voluntarily
if the fulfilment of a contract (e.g. the placing of orders and delivery of goods) is dependent on consent
to the newsletter.

Precise information (= clause in the data protection declaration) is required in which the e-mail recipient
consents (e.g. precise information on the sender of the newsletter, the interval of the newsletter, the
content of the newsletter, e.g. “new in the shop“).

The person responsible for sending the newsletter must be able to prove his consent.

The trusted person continues to have the right to revoke his consent at any time. The addressee must be
notified of this unsubscription, both when subscribing to the newsletter and in any newsletter by means of
the unsubscription option and in the privacy statement on the website. The revocation of consent must be
as simple as the granting of consent.

The GDPR defines a data breach as an incident that has led to unintentional or unlawful destruction, loss, alteration  
or unauthorised disclosure of personal data.

8 / DEALING WITH DATA BREACHES
Numerous data breaches, which were minimized by the com-
panies and ignored by the authorities, were one of the reasons 
for a new data “protection“ right in Europe. The GDPR therefore 
expressly creates a stricter obligation to report data protection 
violations to the authorities.

If an unauthorized data transfer or a comparable incident actu-
ally occurs, the responsible person shall report this immedia-
tely, and if possible, within 72 hours after gaining knowledge of 
the responsible supervisory authority.

The GDPR also ties in with the risks that may arise for the parties 
concerned, such as intangible damage (e.g. damage to repu-
tation) or financial losses. Unlike how it was before the GDPR, 
however, the reporting obligation does not only apply to data 
breaches with particularly sensitive data, but principally to all 
personal data. A reporting obligation does not apply if no risks 
are to be expected for the persons concerned.

© fizkes/Shutterstock.com
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9 / DATA PROTECTION ORDERS IN
THE COMPANY
Compliance plays a particularly important role in data protec-
tion, because online merchants handle data volumes on a daily 
basis, including highly sensitive customer data such as addres-
ses, bank data or information on the products purchased. If 
they fall into the wrong hands, for example, from unauthorized 
employees or third parties (e.g. hackers), this can have unexpec-
ted consequences. In order to have a further control instrument 
in addition to the official monitoring of data processes, some 
companies are obliged to appoint a data protection officer.

 ✓ companies are required to appoint a data protection 
officer if

 ✓ their core activity (i.e. whose main business field) consists 
of data processing and

 ✓ there is a need for extensive, regular and systematic 
monitoring of the persons concerned by reason of their 
purpose or size.

This is unlikely to apply to small and medium-sized online mer-
chants, as they rarely monitor customer data systematically or on 

a large scale – at least not in their main task(s). But be careful: in 
addition to the GDPR, a data protection officer must be named in 
accordance with German law if you employ at least ten persons 
permanently for the automated processing of personal data. 
Only small online merchants will continue to be exempt.

Tasks of the Data Protection Officer:
• Informing and advising the company on data protection 

issues
• Monitoring compliance with data protection regulations
• Training and cooperation with authorities

Characteristic:
• Freedom from instructions
• Committed to secrecy. 

Practical tip: Companies should consider whether they are for-
mally obliged to appoint a data protection officer. Even if there 
is no obligation for your company (yet) , all other regulations of 
the GDPR and other data protection regulations for companies 

CHECKLIST FOR DATA BREACHES
Steps
A data breach has occurred.
Risks for the trustees are to be expected (e.g. if bank data has been disclosed). If yes, then continue with
the following questions..

The data protection o�icer or person responsible for data protection must be consulted.
The incident should then be documented, including all related facts, their e�ects and the measures
taken.

The person responsible should then report the incident to the authorities within 72 hours.
This message contains the following information, which can be submitted later if necessary:
✓ a description of the nature of the violation, indicating where possible, the category of data and the
 approximate number of records to be entrusted,
✓ the name and contact details of the person responsible for data protection,
✓ a description of the probable consequences,
✓ a description of the measures taken or proposed to remedy the data protection breach and, where
 appropriate, measures to mitigate the possible e�ects.
Notification must be made to the trustees if the data breach is likely to pose a high risk to the person in
question.

Perform a vulnerability analysis to avoid future incidents.
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Even if data protection violations are on everyone‘s lips. When 
reading the press releases, the Internet user gets the impressi-
on that sanctions are only brought against the very big players. 
However, the GDPR is now committed to more data protection 
– and it wants to succeed. In terms of data protection, this me-
ans setting up independent and effective supervisory authori-
ties and equipping them with technical, personal and financial 
resources.

Each supervisory authority may, inter alia
• perform data protection checks,
• indicate an alleged violation of the GDPR,
• require access to business premises, including all data 

processing equipment and devices,
• advise those responsible on data protection issues.

 
The supervisory authority may, inter alia:

• issue a warning if there has already been a violation of the 
GDPR,

• issue instructions to grant information to affected persons 
or enforce rights,

apply. Entrepreneurs should therefore appoint someone who 
will assume responsibility for the compliance with data protec-

tion regulations, and evaluate where this role is located within 
the structure of the company.

10 / STRICT SUPERVISION AND 
EFFECTIVE ENFORCEMENT

• issue instructions to bring data processing procedures 
back into harmony with the GDPR,

• instruct the person(s) concerned to be informed of data 
protection violations,

• impose restrictions or prohibitions on data processing,
• impose fines,
• stop the transfer of data to third countries.

For this purpose, the data protection authority will in future be 
assisted by more extensive powers. In addition, the possibilities 
for sanctions will be extended. The so-called “one-stop-shop 
principle“ is likely to be of particular importance for online tra-
ders with an international orientation. This means that citizens 
must always address their complaints to their Member State’s 
data protection authority, wherever the infringement has oc-
curred. The same goes for companies: they also only have to 
cooperate with the data protection authority responsible for 
them, i.e. that of the Member State in which their headquarters 
are located.

© Stocklifemax/Shutterstock.com
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In order to be able to start with the GDPR at all, companies 
concerned must first get an overview of which data they are 
processing. Unexpected things often come to light here, be-
cause a large sum comes together with both employee and 
customer data, of which those responsible are usually not 
even aware. The new provisions of the GDPR can only be ap-
plied with a state of affairs on all data transactions.

Therefore, first check which data you process in your compa-
ny and then start with the actual implementation of the GDPR. 
Incidentally, this serves not only to obtain a general state of 
affairs on all data processes in the company. With the GDPR, 
companies are even obliged to keep a so-called “processing 
directory“ which catalogues the methods of data processing 
in the company.

Obligation to create a  
processing list
The obligation to keep a processing directory does not apply 
to companies with fewer than 250 employees according to 
the GDPR. However, there are of course exceptions: there is 
indeed again an obligation to keep a processing directory if 
data processing involves a risk; not only “occasionally“ and 
special categories of data are affected (e.g. online pharma-
cies processing health data). Although there isn‘t, as of yet, 
a more detailed definition of “occasionally“ and small and 
medium-sized enterprises are to be protected from increased 
bureaucratic effort, the obligation can apply to merchants. 
Even the filing of customer information in the shop‘s own 
data bank takes place regularly, automatically and not just  
occasionally. In addition, many shops systematically evalua-
te the behaviour of their website visitors.

On the other hand, companies have information and disc-
losure obligations also towards the person concerned, for 
example towards the customer with whose data they are 
working. With a prepared processing directory, companies 

11 / PROCESSING DIRECTORY,
PRELIMINARY INSPECTION AND
IMPACT ASSESSMENT

can more easily deal with enquiries and prepare themselves 
well for the new requirements of the GDPR.

The contents of a proces-
sing directory
Companies work on a massive scale with personal data. In 
online business, this is primarily a customer file with sensitive 
address data or payment information (e.g. credit card data). 
If there are employees in the company, their personal data is 
also added. Companies are therefore obliged to keep a pro-
cessing directory which catalogues the methods of data pro-
cessing in the company. This processing directory contains, 
among other things, the following information:

 ✓ the name and contact details of the person responsible 
and the data protection officer,

 ✓ the purposes of data processing, 
 ✓ the recipients against whom the data have been or are 

still being disclosed.

Perform the following processes with respect to your
data reference:

 ✓ which methods of data processing are passed to  
external places

 ✓ newsletter distribution
 ✓ tax data and financial management (e.g. payroll  

accounting, invoicing for customers and suppliers)
 ✓ personnel management (e.g. employment
 ✓ contracts, working hours, bank details, application  

management)
 ✓ purchasing and sales (e.g. supplier contacts)
 ✓ overview about external service providers
 ✓ accounting
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Consequences of violations
The national authorities may request inspection of the regis-
ter and impose fines in the event of failure to comply with 
data protection requirements. If the processing list is not 
maintained or is incomplete, fines of up to €10 million or up 
to 2% of the annual turnover achieved worldwide in the past 
financial year can be imposed on the person responsible. 

Prior check and impact  
assessment 
With the advancement of technology or the growth of the com-
pany, it becomes necessary from time to time to introduce new 
methods of data processing into the company. Some people 
will already be familiar with the term ”ex ante control“.

According to the GDPR, the person responsible must in future 
only have his processing methods checked by the authorities 
in advance if the so-called ”data protection pact assessment“ 
shows that there is a high risk for the data (e.g. during profiling) 
and no other precautionary measures have been taken. An im-

In the meantime, even professional software providers have tackled this topic and introduced software to support the 
process directory on the market. However, the data protection authorities in Germany also issue samples.

pact assessment must therefore first be carried out with the 
GDPR.

If data processing is likely to entail a high risk for the data sub-
ject, the person responsible must assess the consequences 
before introducing a new method of data processing (so-called 
impact assessment). This is particularly the case with new tech-
nologies, for which the scope and interference with personal 
rights has not yet been determined. The GDPR mentions certain 
case groups for which an impact assessment must always be 
carried out. These include:

 ✓ profiling,
 ✓ the processing of particularly sensitive data  

(e.g. health data)
 ✓ the use of new technologies
 ✓ extensive public video surveillance.

© Gorodenkoff/Shutterstock.com
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DESIGNATION
OF DATA
PROCESSING

DATA
CATEGORIES

RESPONSIBLE
DEPARTMENT

PERSON(S)
RESPONSIBLE

PERSON(S)
CONCERNED

Customer support Sample Online
Trading Ltd,

represented by the
CEO

John Doe

customer management, 
head of department
M. Muster

existing customers,
registered website
users with customer
accounts

name, billing address,
delivery address,
orders placed including
payment method,
shipping data, tracking,
correspondence and
support inquiries,
billing data

Accounting

Sales

EXAMPLE OF A PROCESSING DIRECTORY
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RECEIVER OF THE
DATA (INTERNAL/ 
EXTERNAL

MEDIUM OF DATA
PROCESSINGLEGAL BASIS TRANSMISSION TO

THIRD COUNTRIES DELETION DEADLINE

Contract initiation and
execution

customer management,
accounting, if 
necessary credit
agency XY for the 
purpose of credit as-
sessment

no database software XY after expiry of commer-
cial and tax retention
obligations; for
deletion request by
customers; otherwise 
one year after the expiry
of the statute of 
limitations in time
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GLOSSARY

DATA PROTECTION DESIGN 

(Data protection through technical construction) means that 
companies must already take data protection and the GDPR 
into account during the development and conception of their 
(internal) processes and products (e.g. software).

DATA PROTECTION BY DEFAULT 
means that products are set to data protection-friendly by de-
fault (e.g. data protection-friendly default settings by default (e.g. 
data protection-friendly default settings of an Internet browser).

COHERANCE PROCEDURE 

is the power of the European Data Protection Committee to take 
binding decisions in the event of disagreements between super-
visory authorities in order to ensure the proper and uniform 
application of the GDPR.

CONSENT OF THE PERSON  
AFFECTED 
means any unequivocal declaration or unambiguous act by 
which the data subject indicates his or her consent to the pro-
cessing of data concerning him or her.

DATA TRANSFERABILITY/ 
DATA PORTABILITY 
is a person‘s right to receive a copy of personal data concer-
ning him/her in a normal and machine-readable file format. 
The user has the right to take data “with them” from one 
provider to another.

DATA ECONOMY 

means that data processing must be limited to what is neces-
sary, for example, when placing an order in the online shop, 
only the address may be requested and not the gender.

DATA SECURITY 

means that the person responsible is under consideration by 
the state of the art or for the purpose of data processing has 
to implement suitable measures to ensure the security of the 
data (e.g. encryption, passwords).

CODE OF CONDUCT 

are rules of conduct for the handling of personal data, which 
are approved by the supervisory authorities, in particular ins-
tructions on how the data controller or processor must carry 
out the data processing and how compliance with the require-
ments must be proven.

DATA PROCESSING 
any operation related to personal data such as 

• collection • capture • the organisation • ordering • storage • 
adjustment or changes • reading • queries • uses • disclosure by 
transfer • distribution or provision • the adjustment or the link • 
the restriction • deletion or destruction.

APPROPRIATION 

means that personal data may only be collected for specific,  
clear and legitimate purposes, for example, the e-mail address 
may only be used for order confirmation, but not for advertising.
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MARKET LOCATION PRINCIPLE 

states that foreign companies will only have access to the 
European market if they comply with the regulations applica-
ble here.

PROFILING 

is any automated processing of personal data in order to eva-
luate or predict certain personal aspects, in particular aspects 
relating to work performance, economic situation, health, 
personal preferences, interests, reliability, behaviour, wherea-
bouts or relocation of this person.

PERSONAL DATA 

is any information relating to an identified or identifiable 
person; an identifiable person is one who can be identified 
directly or indirectly by assignment to a name, to an identifica-
tion number, to location data, to an online identification or to 
one or more specific characteristics.

ONE-STOP-SHOP 

states that companies with offices in several EU countries that 
process data in those countries will be subject to cross-border 
data processing; in the event of data being processed in 
excess, you may only contact the supervisory authorities in the 
country where your head office is located.

IMPACT ASSESSMENT 

is the assessment of the consequences for the protection of 
personal data and must be carried out if data processing is 
likely to entail a high risk for personal rights and freedoms.

PERSON(S) CONCERNED 

is the person(s) whose personal data is being affected.

ORDER PROCESSOR 

is a natural or legal person, authority, institution or other body 
that processes personal data on behalf of the data controller 
(see also ”Processing“).

ORDER PROCESSING 

is the processing of (see also ”Processing“) person- 
related data by external service providers for the principal (e.g. 
the online merchant).

PRIOR CHECK 

is the testing of data processing operations before start of data 
processing.

PROCESSING DIRECTORY 

catalogues the data processing processes of a company. The 
obligation to keep a processing directory does not apply to 
companies with fewer than 250 employees 
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RESPONSIBLE PERSON(S) 

is the natural or legal person(s), authority, institution or other 
body which alone or together with others decides on the 
processing of personal data and must ensure compliance with 
the GDPR.

SENSITIVE DATA 

is personal data revealing racial and ethical origin, political 
opinions, religious or philosophical beliefs or trade unionism, 
genetic data, biometric data for unique identification, data 
about health or sex life and sexual orientation.
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PROCESSING DIRECTORY 

catalogues the data processing methods of a company. The 
obligation to keep a processing directory does not apply to 
companies with fewer than 250 employees  according to the 
GDPR. There is indeed again an obligation to maintain a pro-
cessing directory if data processing involves a risk, special data 
categories are affected (e.g. with online pharmacies and health 
data) and not only “occasionally“ takes place.

THIRD COUNTRIES 

are countries that are neither members of the European Union 
nor countries of the European Economic Area.

PSEUDONYMISATION 

is the use of personal data in a manner in which it can no lon-
ger be attributed to a specific individual without the need for 
additional information.

SUPERVISORY AUTHORITY/ 
AUTHORITIES
is/are the authority/authorities established by each Member 
State for the independent supervision of data protection and 
to monitor compliance with the GDPR.

GLOSSARY
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GDPR PREPARATION
SCHEDULE

Bavarian State Office for Data Protection Supervision 
 Brief of the Data Protection Conference (DSK), own papers and instructions 
https://www.lda.bayern.de/en/privacy_eu.html

German Association for Information Technology, Telecommunications 
and neueMedien e.V. (Bitkom) 
Studies, statements and guidelines 
https://www.bitkom.org/EN/index-EN.html

German Association for Data Protection and Data Security e.V. (GDD) 
various practical aids 
 https://www.gdd.de/gdd-arbeitshilfen/praxishilfen-ds-gvo/praxishilfen-ds-gvo

Federal Commissioner for Data Protection and Freedom of Information 
Information, orientation aids, contact addresses of the state data protection 
www.bfdi.bund.de

Händlerbund 
Comprehensive information and help at a glance 
https://www.haendlerbund.de/de/leistungen/rechtssicherheit/agb-service/
datenschutzgrundverordnung

Awareness and
internal data protection 
organisation

Appoint a data protection
officer or responsible person
to the GDPR

Perform an inventory of 
data, a so-called processing 
directory

Get acquainted with new 
records of information and 
with those affected 

Adjust contracts for order 
processing

Approval and consent
check

Shop and/or website has
a design that conforms to 
data protection regulations

Customise Newsletter
delivery

Organise new data 
protection policy

Monitor legal developments

GDPR INFO PORTAL

PREPARATION
SCHEDULE
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